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Business Perspective Series Part 3
The Time Has Come:
Lifecycle Management for BlackBerry

The Conceivium Business Perspective Series focuses on the growth of BlackBerry® and how BlackBerry Enterprise Server™ monitoring affects organizations today:

· In Part 1 of our series, we discussed how organizations that use BlackBerry as their standard for wireless e-mail and other wireless applications achieve higher productivity gains. It walks through return on investment (ROI) models to justify how Conceivium’s products are solid investments with a very short payback period. 

· In Part 2 of our series, we compare the two most prominent methodologies for monitoring and reporting on BlackBerry Enterprise Server infrastructures. We show you how the methodologies can be used to help businesses make critical decisions for their organizations to run most efficiently both financially and operationally.

· In Part 3 of our series, we introduce the first comprehensive Lifecycle Management for BlackBerry Plan available in the wireless arena. In this plan, we take you step-by-step through the life cycle of a BlackBerry deployment using an integrated project methodology approach with the Infrastructure Technology Integrated Library (ITIL) framework.
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About Conceivium’s mobile_ Solutions for BlackBerry

MobileMonitor and MobileAnalyzer are a powerful solution that quickly plugs into common network monitoring systems to ensure the optimal performance of BlackBerry Enterprise Server through real-time monitoring, managing, and reporting:

· Instant ROI:  reduce help desk calls up to 50%, maximize server availability, and lower administrative resources.


· Increase service quality:  maximize server performance, customize alert notifications, and automate manual processes. 


· Improve efficiency:  tailor monitoring to meet specific needs and use proactive notifications to alert administrators of early stage problems. 

Lifecycle Management for BlackBerry:  An Introduction
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In today’s fast paced technological world, businesses require high availability of crucial business information systems. The BlackBerry environment is a critical component of the IT infrastructure. From the CEO to field personnel, BlackBerry smartphones have become as essential as laptops and cell phones. The BlackBerry solution is a necessity to organizations and needs to be active 24 hours, 7 days a week. Users must be able stay seamlessly connected with wireless access to email, time-sensitive corporate data and applications, phone, and the web (internet and intranet). 

The need for 24/7 system uptime requirements, has organizations scrambling to find comprehensive, cost-effective, easy-to-use solutions to proactively diagnose, monitor and resolve problems.  And, with new federal data storage regulations, organizations require solutions that provide access to and storage of all email, phone, SMS messaging, and website access data. 

An effective IT asset lifecycle management process can establish order and simplification to business processes.
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Lifecycle Management for BlackBerry:  The Approach

The IT asset lifecycle has four distinct phases: 

· Acquisition

· Deployment

· Management

· Retirement

Each phase requires proper management and tracking to obtain the best ROI. And, any mismanagement during any phase can easily spiral out of control; leading to high acquisition costs, high maintenance costs, and, 
 wasted resources.  


ITIL Version 3
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Conceivium’s approach to Lifecycle Management Plan for BlackBerry is based on ITIL Version 3.

ITIL Version 3 includes these stages: 

· Service Strategy

· Service Design

· Service Transition

· Service Operation

· Continual Service Improvement


Note:  ITIL has recently undergone a refresh; the newly published Version 3 (ITIL v3), the core books for which were published May 30, 2007. The major difference between v3 and its predecessor v2, is that v3 has adopted an integrated lifecycle approach to IT service management, as opposed to organizing itself around the concepts of IT service delivery and support.  

Service Strategy

At this stage, organizations need to understand the need for the service or function and how it can improve its efficiency or to meet a requirement on the part of internal or external customers. 

· The output for this stage is a long-term strategy that includes information about the design, implementation, maintenance, and continual improvement of the service within the organization. 

Service Design

At this stage, the responsible department has to develop the strategy into a design that addresses all aspects of the service, as well as the processes intended to support it. 

Key areas to address:

· Availability Management

· Capacity Management

· Continuity Management

· Security Management

Service Transition

This stage focuses on the deployment of the service based on the service design. There is an area of overlap between Service Transition and Service Operation. 

Key areas to address:

· Change Management

· Release Management

· Configuration Management

· Service Knowledge Management

Service Operation

This stage focuses on the activities required to operate the services and maintain their functionality as defined in the Service Level Agreements with the customers. 

Key areas to address:

· Incident Management

· Problem Management

· Request Fulfillment

Continual Service Improvement

This stage focuses on the ability to deliver continual improvement to the quality of the services that the IT organization delivers to the business. 

Key areas to address:

· Service Reporting

· Service Measurement 

· Service Level Management

Lifecycle Management for BlackBerry:  An Integrated Methodology

Note:  Since this document is a lifecycle management plan, while keeping to the principles of ITIL, we made some adjustments to meet the needs of a BlackBerry environment. 

Management needs to ask these key business questions relating to the BlackBerry environment:

· Do we have the right plan for everyone?

· Do we have the right devices (smartphones)?

· Are we receiving our mail on time?

· How are the other mobile applications functioning?

· Are we getting our money’s worth?

An effective IT lifecycle management solution should provide the tools necessary for BlackBerry administrators and management to answer these questions.



The key areas of Conceivium’s proposed lifecycle management plan include:

Acquisition of BlackBerry services
BlackBerry deployment
Business continuity
Continual service improvement
Assessment retirement and protection
Acquisition of BlackBerry Services

Most organizations that deploy a BlackBerry solution in their environment first set up a very small number of smartphones (mostly for senior management).  After this initial trial, organizations then expand this group and adopt a large scale, long-term deployment strategy.

The BlackBerry acquisition strategy requires consideration of many different aspects:

· Wireless carrier options

· Smartphone types

· Calling and data plans

· Applications to support

· Internal policies

During the first phase of acquisition, the carrier, plans, and smartphones choices rely on information gathered from extensive vendor reviews and analysts’ recommendations.  And, after these selections, there should be a continuous internal review of the performance of each of these choices to ensure they are consistently meeting the service objectives of the organization.

BlackBerry administrators need comprehensive and detailed information to monitor and manage carrier performance, smartphone usability, and performance.  Without this type of BlackBerry intelligence, it can easily lead an organization to make inefficient choices, which in turn, is a total waste of resources.  With Conceivium’s mobile_ solutions and staff expertise, we can provide IT management with the diagnostic tools to measure performance of all aspects of the BlackBerry environment.  We provide detailed reports on carrier performance, smartphone usage and performance.  This information can be used to assess current deployments and provide benchmarks from which organizations can use the data for future acquisition decisions. 


BlackBerry Solution deployment

Once the acquisition phase has been completed, there are two aspects of BlackBerry deployment to address:

· Servers

· Smartphones 

Servers

Depending on the size of the organization and the number of smartphones required, BlackBerry Enterprise Server deployment has to be planned with future growth in mind. Most organizations install servers based on geographical locations.  This strategy is consistent with their internal policies, where the responsibility for management is with local administrators.  The main thing to keep in mind while deploying a BlackBerry Enterprise Server is load balancing:  careful consideration in the distribution of power users, mobile personnel, and other staff.  (Some organizations even place all their C-level users on a separate server.)  Although there are no set limits for the number of users that can be installed on a BlackBerry Enterprise Server, most organizations place 500 to 1000 users on each server.  

The goal of an optimal deployment:  to ensure the even distribution of email and mobile data traffic throughout the server environment.  

No matter how well the initial deployment is planned and implemented, it is very common, especially in large organizations, for administrators to frequently move users from one server to another.  There can be many reasons why this is necessary.  

1. The BlackBerry solution is no longer just an email platform. Vendors are now mobilizing their applications (especially CRM, ERP) and it’s very likely that organizations will use their BlackBerry smartphone for many non-email related applications. These additional applications can lead to variations on the load on the BlackBerry Enterprise Server.  


2. There also may be network performance issues, unexpected increase in the number of users, or hardware performance issues.

To make effective decisions about load balancing, administrators required detailed data.  They need historical reporting about all the metrics related to the BlackBerry Enterprise Server, carrier, network, and end user usage and performance.  These metrics are not easily available from the server itself.  Conceivium’s mobile_ solutions provide the data necessary for administrator to obtain reports, metrics and SLAs on every aspect of the environment on a historical basis.  

Smartphones

Smartphone deployment is a matter of internal policy and careful determination has to be made about entitlement. Internal policies dictate whom gets BlackBerry smartphones and the priority within the organization.  In most instances, senior managers are first and then followed by field force and sales. 

It is unlikely that every user will have the same software installed on their smartphones, the same level of access rights and the same model of smartphone.  This determination is made in the design and policy phase. Based on the design and policy of the entitlement, administrators have the responsibility of provisioning the smartphones and ensuring that no changes are made to these settings. Administrators require special auditing tools to ensure that each group or individual received only the software and rights based on corporate policy.  

Conceivium’s mobile_ solutions provide security checks to ensure that if settings are changed, a notification is sent to the BlackBerry administrator. We also provide a series of reports that administrators can use to conduct audits on the applications and access rights for users. 

For any deployment, training is vital for success.  Conceivium recommends that organizations work with Research In Motion (RIM) and/or their carrier to provide training to the administration personnel on a regular basis.  Attendance at RIM tradeshows, webcasts, and conferences also helps in ensuring that administrators are up-to-date on the latest tools and services. An organization should ensure that a reasonable amount of resources are dedicated to training the administrators and help desk staff.  In most instances, administrators provide the training to end users and help desk personnel.  

Business Continuity

By far the most important aspect of Lifecycle Management for BlackBerry is business continuity.  Efficiency gains (a key reason for deploying BlackBerry) can only be achieved if all aspects of the environment are functioning at the highest capacity.  In other words, business continuity in the case of a BlackBerry environment, requires 24/7 uptime.  It requires a high level of constant diagnosis, monitoring, management, reporting, asset tracking, and adherence to legal and regulatory compliances.

SLAs
One of the most essential elements of business continuity is accurate service level agreements (SLAs) to establish the agreement on the right level of service and performance for the BlackBerry environment. 

Depending on the criticality of the BlackBerry environment for an organization, establishing effective SLAs can be a simple or a very complicated task.  For example, in the case of investment brokers or auctioneers, there may be a need for complex SLAs requiring 99.999% availability (uptime).  Or, there may be organizations that only use BlackBerry for emails and messaging, and they may only require 99% uptime.  

Setting effective SLAs is very important to an organization; it requires establishing the proper baselines and benchmarks.  Very often, administrators are influenced by management to set SLAs, without detailed research of their needs or the environment.  We recommend that SLAs are set only after an extensive study of network, server, and smartphone performance to establish a baseline for measurement.  And, once the baselines are created, then suitable SLAs can be set.  

Note: With the increase in the number of smartphones, the introduction of new applications, or other network changes, SLAs need to be readdressed on a continual basis. 

Sample Set of SLAs
Although there are predetermined mandatory SLAs for BlackBerry, there can be SLAs that cover most important aspects of the environment. Here is a sample set that we use as a starting point:
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SAMPLES

	Mail delivery rates
	Pending message counts
	Multiple hung thread in short period at high-level wait count

	Total messages sent to smartphones
	SQL connectivity
	Total Exchange mailbox full errors

	Total messages sent from smartphones
	Long-term unconnected users
	Windows services availability for BlackBerry Enterprise Server

	Mail received from Exchange to BlackBerry Enterprise Server
	Total attachment opening errors
	High wait count hung threads

	SRP connectivity availability
	Total MDS connection errors
	New device activation errors

	Help desk response time
	Total number of hung threads
	Number of Client Access Licenses (CALs) in Use


In establishing baselines and SLAs, administrators need an automated way of capturing the statistics that they require to make effective choices.  Conceivium’s mobile_ solutions provide the data for setting baselines as well as measuring SLAs through our intelligence monitors (i_Monitors) and historical reporting facility.  Administrators can use the solution to establish SLAs on any aspect of the environment. Without this type of flexibility, the purpose for setting SLAs is lost. 

Note:  Conceivium offers professional services for SLA planning and implementation. For information, visit our website www.conceivium.com
IT Service Continuity

No matter how good an organization’s diagnostic and monitoring tools are, one cannot rule out the possibility of an outage.  IT service continuity management refers to the continuation of service at the same level of operations and service levels following an interruption to the IT infrastructure. In the event that an infrastructure outage does occur, organizations must have plans in place to have a high availability backup mechanism in place for restoring services to the same level that it was prior to the outage. 

While there are many backup and recovery solutions, such integrated solutions specific to a BlackBerry environment are not readily available.  The problem with most available solutions is that, these backup and recovery solutions were developed for hardware and server failures and not for the BlackBerry solution.  As a result, failovers may occur even when there is nothing wrong in the BlackBerry environment and conversely, failovers need to be done manually when BlackBerry services fail without problems in the other part of the infrastructure.  As a result, such backup and recovery solution are quite unreliable. Conceivium’s mobile_ solutions are integrated with Neverfail for BlackBerry to develop a high availability solution specifically for the BlackBerry environment.  For more information, visit our Conceivium-Neverfail portal www.neverfailgroup.com/portal/conceivium
Diagnosis, Monitoring, and Management

The most important function of a BlackBerry administrator is to ensure a high level of performance and uptime.  As mentioned earlier, the BlackBerry environment consists of a multi-network, distributed, complex infrastructure.  It’s important for the administrator to fully understand each segment of the environment and how it performs.

The BlackBerry Enterprise Server environment (see illustration below) consists of several segments of complex technology. This figure illustrates the message or data transfer methodology.  This intricate transfer system maintains the integrity and security of the data at every step; however, the complexity of the transfer environment makes it susceptible to frequent service disruptions. Although it’s rare that the entire BlackBerry Enterprise Server environment crashes, it’s not unusual to have service problems. Service problems can be as minor as user email receipt delays to as critical as email server crashes. 
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No matter where the problem occurs, it’s important for administrators to know if all the connections, devices, or servers are working properly, and when there are issues, it’s critical to be able to identify and resolve them quickly—before the BlackBerry smartphone users notice. 

For this reason, just like all other types of servers, administrators need to have diagnostic and management tools that constantly monitor the performance of every aspect of the BlackBerry Enterprise Server environment and notify the administrator or help desk personnel before problems occur. 

Conceivium’s mobile_ solutions:  MobileMonitor Agent and MobileAnalyzer are the premier diagnostic and monitoring software for the BlackBerry environment. Together, these solutions provide administrator everything they need to diagnose, monitor and manage their BlackBerry environment.  Together they provide necessary information on:

· Infrastructure
Server health, network connection, mail server connection, SRP connections, coverage information, inventory, configuration changes, etc.

· Smartphones
Model, carrier, hardware, applications, usage, out of coverage, updates, etc.

· User
Complete user information, groups, access rights, password settings, application usage, phone calls, messaging, usage, etc.

· Business tools
Systems usage, carrier performance, handheld performance, plan usage, etc.

MobileMonitor Agent

MobileMonitor Agent is a comprehensive BlackBerry Enterprise Server data collection engine that easily plugs into any SNMP-compatible monitoring solution, making it easy for organizations that already have an existing network monitoring solution. MobileMonitor interfaces with most industry-leading monitoring solutions (e.g., Microsoft MOM, HP OpenView, BMC Patrol, NetIQ NetApps, Mercury SiteScope, and What’s Up Gold). 
MobileMonitor Agent is installed on each BlackBerry Enterprise Server and continuously polls the BlackBerry Enterprise Server log files, correlates BlackBerry Enterprise Server events, and sends these events to any network monitoring system. An administrator using simple expression builders can query the BlackBerry Enterprise Server database or build queries in MobileMonitor to identify any BlackBerry Enterprise Server or BlackBerry event that affects performance. 

MobileAnalyzer

MobileAnalyzer is a standalone console that provides customizable alerts, notifications, and reports using data from one or all MobileMonitor Agents.  Its dashboard-like view provides administrator, help desk personnel, and others to view real-time performance, system health as well as historical information of the entire BlackBerry environment. It sorts and manipulates the data for reporting and graphical display. Each MobileMonitor Agent provides real-time and daily statistics to MobileAnalyzer for investigative reporting and long-range trending. There are over 70 sample reports available in MobileAnalyzer. MobileAnalyzer can be used from the web-based console or on the BlackBerry smartphone. 

Note:  For a complete description of the full functionality of Conceivium’s mobile_ solutions, visit our website:  www.conceivium.com
Smartphone/device management

Within the IT infrastructure, the BlackBerry environment is unique in that, the most important part, the smartphone, is physically detached. Smartphones are susceptible to breakage, misplacement, and theft.  And, smartphones also are replaced more often than most other IT devices (due to technology improvements).  Administrators, help desk staff, and managers must have complete knowledge of their entire inventory of smartphones, including detailed information about model number, software installed, associated carrier, etc. 

· Administrators need the data for understanding the performance of different smartphones, usage levels, and carrier performance. 


· Help desk staff need the data for troubleshooting problems.


· Management needs the data for financial planning and decision making (amortization, upgrades, etc.).

Conceivium’s mobile_ solutions provide detailed data on all aspect of smartphone inventory, up-to-the-minute usage and smartphone statistics, carrier information, and many other metrics. 

Configuration management

It is not only important to ensure that policies are followed in regard to smartphone deployment and initial configuration, it also is necessary to ensure that all configuration changes are tracked and reported.  This is important for maintaining the integrity of the system and smartphones, and necessary for meeting regulatory and legal compliances. 

Configuration Management Database (CMDB)

At the heart of any ITIL initiative is an organization’s configuration management database (CMDB). It is a consolidated view of the IT assets (configuration items or CI's in ITIL parlance) that comprises of the IT infrastructure and the relationships between those CI's, their users, and the business services they support.  All assets within a BlackBerry environment being part of a mission critical infrastructure should be included as configuration items in the CMDB.  However, the BlackBerry Enterprise Server by itself does not afford the import of metadata and configuration changes from the BlackBerry environment.  Administrators require specialized tools that monitor asset inventory, store configuration changes and have the appropriate APIs to interface with the CMDB.

Conceivium’s mobile_ solutions provide information about all configuration changes. Our modeling schema is open and it supports XML and web services.  In most cases, MobileMonitor and MobileAnalyzer will interface with an organization’s CMDB without much customization.  
Help Desk

For large organizations, a fully equipped help desk is required to support end users. With problems ranging from setting and resetting passwords to resolving smartphone problems (e.g., synching, email delivery, or removing caches), help desk staff must be able to quickly locate essential smartphone and user information such as model type, carrier, the BlackBerry Enterprise Server to which it is connected, and end user details.  Help desk staff need the necessary tools to quickly diagnose and address issues.
Using Conceivium’s solutions, help desk personnel can respond to all types of end user problems efficiently and effectively. Some of the important information and features available to help desk personnel include: 

· Notify staff in advance of potential failures, thus, reducing downtime. 

· Ability to search across multiple BlackBerry Enterprise Servers quickly for information. 

· Ability to test mail flow.

· Ability to quickly find all end user information—credentials, BlackBerry Enterprise Server connections, carrier information, user’s location, and real-time statistics. 

· Ability to reset passwords, change BlackBerry Enterprise Server grouping, and add new credentials.

· Ability to interface with other help desk solutions (e.g., Remedy) [additional professional services may be required].

Security and compliance

Like other critical infrastructure environments, it is necessary to ensure complete security and legal compliances.  While BlackBerry messaging is completely encrypted and secured, users can access websites and download files or programs, all of which can have serious consequences.  Additionally, if a user loses a smartphone, it is susceptible to theft of information.  

Given that BlackBerry smartphones are part of an organization’s IT infrastructure and that the environment supports email, communications, and other important data applications, there are legal and regulatory compliance rules that need to be met. For example:  Federal Rules of Civil Procedure: In December 2006, new federal guidelines went into effect pertaining to the disclosure of “electronically stored information” and call for U.S. companies to keep better track of their employees' electronic communications and documents in the event a company is involved in a federal law suit. Based on these new guidelines, organizations should retain all received and sent messages (email, SMS, and phone calls) as well as all websites accessed by employees. Other requirements include, HIPAA, Sarbanes-Oxley accounting rules, and internal security requirements.  

Conceivium’s mobile_ solutions provide the ability to meet all these security and legal compliance requirements. We provide a series of reports that organizations can generate to view and export this information.

Continual Service Improvement
Continual service improvement refers to the natural progression for a new technology like BlackBerry.  It includes applying all updates, upgrades, and other maintenance to the BlackBerry environment in an effort to ensure the optimal performance of the environment.

In the past 2 years, the rapid growth in the BlackBerry has led to vendors to enable their solutions for mobile devices.  As a result, it is expected that most organizations that have deployed BlackBerry or planning to deploy BlackBerry will consider using many of these applications now or in the future. 

The process of selection of these new applications will require planning and deployment strategies quite similar to the Acquisition of BlackBerry Services phase.  The only difference is that administrators will have more experience and available data on performance and usage of their environment because Conceivium’s mobile_ solutions provide the data that administrators need to make informed decisions to keep their BlackBerry environment running at peak efficiency. 

Asset retirement and replenishment

Asset replacement in a BlackBerry environment is frequent as it may be expensive.  Because of software upgrades, new applications, and other factors (convenience, need new smartphone, etc.), there may need to be replacements considered for smartphones (most common), carriers, server hardware, etc.  No matter what asset is being replaced, there needs to be a proper process established and considerations for financial resources.  To do this efficiently, administrators and management need to have information pertaining to usage, performance, and rate of return.  Historical data will need to be generated and used with internal financial systems in place.  For this both management and administrators require the appropriate tools. 

Conceivium’s mobile_ solutions provides all the necessary tools for generating historical usage reports that can be exported in multiple formats for detailed analysis. 

Lifecycle Management for BlackBerry:  CONCLUSION

While there is no doubt that BlackBerry smartphones result in higher productivity, and more than desired ROI, there are business and IT considerations pertaining to managing the environment and its costs. As a result, BlackBerry deployments are now getting the attention they deserve within the corporate IT environment. And, due to the very nature and complexity of the technology, and the expense involved in deployment and connectivity fees, the need for lifecycle management processes is even more important than ever. 


Conceivium Business Solutions  (www.conceivium.com)
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